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Abstract—Numerous techniques have been proposed to thwart
code reuse attacks, yet practical adoption remains limited due
to compatibility and deployment challenges. In the current
and foreseeable Intel architecture landscape, the main line
of defense against such attacks is Intel CET—a hardware-
enforced control-flow integrity mechanism integrated into re-
cent Intel x86-64 CPUs. However, despite its hardware-backed
protections and widespread adoption, CET still provides only
partial security: it continues to allow hijacked function pointers
to invoke arbitrary functions across module boundaries, a
capability that remains fundamental to many modern exploits.

This paper proposes PLATYPUS, a novel defense on top
of Intel CET to address this limitation. PLATYPUS enforces
execution jails using lightweight address masking to ensure
indirect control transfers remain within module boundaries.
Cross-DSO function calls are only permitted via necessary PLT
stubs specific to each DSO. The evaluation on our LLVM-based
prototype, spanning 19 applications and 16 shared libraries (in-
cluding glibc), demonstrates that PLAT YPUS reduces indirectly
accessible cross-DSO functions by over 98%. Performance
testing with complex applications like Nginx and Redis shows
that PLATYPUS incurs no more than 0.5% overhead.

1. Introduction

Ensuring the security of code written in memory-unsafe
languages such as C and C++ is critical, since these lan-
guages lack built-in protections against memory errors. As
a result, memory corruption vulnerabilities are widespread,
presenting attackers with numerous avenues for exploitation.
Among the various attack vectors, reusing code that is
already present in a vulnerable program has emerged as one
of the most prominent and enduring techniques. The potency
of such code-reuse attacks (CRAs) and their ability to fully
compromise a process have precipitated a long-standing
arms race between defenders developing new mitigations
and attackers devising novel bypass techniques.

Within this ongoing battle, Control Flow Integrity
(CFI) [7] has been recognized as one of the most promising
defensive mechanisms. The principal objective of CFI is to
generate a Control Flow Graph (CFG) that represents all
legitimate execution paths within a program. The CFG then
guides the instrumentation of indirect control-flow transi-
tions, which are the main hijacking targets, to permit only
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legitimate, precomputed transfers at runtime. Numerous CFI
schemes have been proposed in recent years. These schemes
are typically categorized based on the strictness of their
CFGs as either coarse-grained or fine-grained, with the
latter raising the bar for successful exploitation consider-
ably. Despite extensive academic efforts to develop fine-
grained CFI techniques, their adoption in practice remains
notably limited [15]. A core reason for this is their lack
of robust support for interoperability between protected and
unprotected code [10]], [46], a critical requirement in real-
world environments where instrumented applications must
frequently interact with third-party libraries.

Therefore, the vast majority of modern software relies
on coarse-grained CFI schemes as the primary line of de-
fense. The prevailing solutions, whose adoption is steadily
increasing and is expected to become the default for fu-
ture systems on the two most popular architectures are In-
tel’s Control-Flow Enforcement Technology (CET) [40] and
Arm’s Branch Target Identification (BTI) [[L1], respectively.
Both restrict the modularity of code-reuse gadgets to entire
functions. This restriction is significant, as it complicates an
attacker’s ability to set up the necessary function arguments
despite successfully hijacking control flow. Nonetheless,
these protections remain insufficient: they do not prevent
attackers from invoking arbitrary API functions in external
libraries during a code pointer hijack. This limitation is se-
vere as the misuse of many such functions can compromise
vulnerable processes. For example, libc, the main interface
for issuing system calls, features a rich set of functions
that can be used as function-wise gadgets, exploitation
dispatchers, or exploitation targets (e.g., system()). As
a consequence, recent attacks [36], [44], [47], [64], [12]
have leveraged these unrestrictedly reachable functions in
cross-Dynamic Shared Object (DSO) transitions to bypass
the widely deployed CET and BTI CFI schemes.

Seeing that arbitrary cross-DSO transitions are allowed
is surprising. In Linux binaries, the vast majority of cross-
DSO transitions occur through a well-defined interface: Pro-
cedure Linkage Tables (PLTs). PLTs have long been integral
to dynamic linking in Linux systems, supporting address
relocation and enabling features such as Address Space Lay-
out Randomization (ASLR). Given this widely-established
mechanism, it is contradictory that transfers between mod-
ules bypassing PLTs are permitted. In conjunction with Full
RELRO mitigation, which is commonly enforced in critical



software, PLTs are ideal when considering gatekeeping and
dispatching cross-module calls.

Combining all the above observations, we bridge this
gap by proposing PLATYPUS, a defense mechanism that
substantially reinforces the forward-edge (e.g., indirect calls
and jumps) protections enforced by schemes such as CET
and BTI. We demonstrate the efficacy of our approach
through an implementation on top of CET for Linux x86_64
programs. Within our framework, indirect call and jump
instructions cannot reach addresses outside of the current
module, whether it is the main binary or a DSO, thereby
rendering it infeasible for attackers to exploit arbitrary API
functions. To achieve this, PLATYPUS introduces execution
jails during program execution, imposing a strict separation
of DSOs in virtual memory, enforced by an efficient address
masking mechanism applied to all relevant instructions.
Cross-DSO transitions are permitted exclusively via PLTs.
Furthermore, to mitigate potential misuse of PLTs within
a module, we separate those that are valid indirect targets
from those that are only intended to be called directly.
As we show, nearly all PLT entries belong to the latter
category, which further prevents external functions from
being accessible through indirect transfers.

PLATYPUS constitutes a lightweight mitigation applica-
ble to both applications and libraries. It does not necessitate
CFG construction or extensive static analysis, but instead
leverages the Intermediate Representation provided by the
LLVM toolchain for instruction instrumentation. Moreover,
it preserves DSO sharing semantics and supports the coexis-
tence of protected and unprotected modules, hence facilitat-
ing incremental deployment. Notably, our approach robustly
handles edge cases involving indirect transitions, such as
callback functions and dynamically loaded modules, ensur-
ing completeness and applicability across diverse scenarios.

This is further supported by a comprehensive evalua-
tion on 19 applications and 16 libraries, including glibc,
encompassing binaries of varied complexity in both cate-
gories. We compared PLATYPUS to CET and found that,
on average, PLATYPUS reduces the set of indirectly reach-
able external functions per module by more than 98%,
destroying the reachability of both known and novel ex-
ploitation dispatcher functions as well as function-level code
reuse gadgets. Finally, we assessed performance in sev-
eral complex and widely used programs, including Redis,
SQLite, and Nginx, as well as on SPEC CPU2017. Our
results show that the runtime overhead remains negligible,
consistently below 0.5% for real-world applications and
below 0.72% on SPEC, thus demonstrating the efficiency
of our defense. PLATYPUS is open-source, available at
hitps:// github.com/ Platypus2025/ Platypus.

2. Background and Motivation

2.1. Code-Reuse Attacks

Code-reuse attacks (CRA) are among the most preva-
lent techniques in program exploitation. In CRAs, once an

attacker has successfully hijacked the control flow, typically
by exploiting a vulnerability, they utilize existing code frag-
ments, known as gadgets, found within the main program
or its associated libraries. This attack paradigm emerged
as a response to the introduction of the Data Execution
Protection (DEP) mitigation, which prevents the execution
of injected code, such as shellcode, on the stack. Different
classes of CRAs can be distinguished based on the struc-
ture of the gadgets they utilize. Examples include Return-
Oriented Programming (ROP) [65]], Jump-Oriented Pro-
gramming (JOP) [17], and Signal-based ROP (SROP) [18]].

2.2. Control Flow Integrity

Control Flow Integrity (CFI) [7], initially proposed by
Abadi et al. in 2005, is acknowledged as one of the most
compelling ways to mitigate CRAs. Its main goal is to
restrict the control flow paths that could appear during a
program’s execution, based (typically) on a pre-computed
CFG. Given this CFG, each indirect control flow instruction
is restricted to target only a specific set of valid pointers,
limiting the reachability of possible gadgets that can be
leveraged by an attacker. These targets may correspond to
either backward edges or forward edges in the program’s
control flow. Backward edges consist of function return
addresses, which are stored on the stack. Forward edges,
on the other hand, are associated with indirect control-
flow transfer instructions such as calls and jumps, whose
targets are computed at runtime. A CFI scheme’s security
guarantees depend on its completeness and the size of its
allowed target sets, as determined by the enforced CFG.

2.3. Intel CET

Despite the plethora of proposed CFI schemes, Intel’s
Control Flow Enforcement Technology (CET) [40] has
emerged as the most prominent example deployed in prac-
tice on the x86_64 architecture, particularly within the
Linux ecosystem. Intel CPUs supporting CET entered the
market in 2020, and the vast majority of Intel CPU-based
systems now provide virtual support for it. The Linux kernel,
along with popular distributions such as Ubuntu [68], enable
CET by default. This establishes a paradigm in which CET
will be present on all future Intel cores, thereby shaping the
security landscape in which applications will operate.

CET introduces two hardware-backed key security miti-
gations: Shadow Stack and Indirect Branch Tracking (IBT).
Shadow Stack robustly protects backward-edge pointers,
such as return addresses, thereby effectively preventing
CRAs like ROP. In contrast, IBT secures forward-edges
within the CFG. Specifically, IBT restricts indirect control-
flow transfers to designated entry points marked by the
endbr 64 instruction, the vast majority of which correspond
to function entries. As a result, under CET, the granularity
of exploitable gadgets is elevated to the function level, pre-
venting attackers from arbitrarily redirecting control flow to
locations within a function. Although this does not, by itself,
hinder the invocation of arbitrary functions, it raises the bar
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for exploitation by complicating the process of setting up
arguments, an essential step in almost every attack scenario.

2.3.1. Attacks Under CET. Unfortunately, the security
guarantees provided by IBT are not particularly robust. Prior
work [36]], [44]], [47]] shows that exposure of whole functions
as reusable gadgets still permits exploitation using Function-
Oriented Programming (FOP). FOP-style attacks consis-
tently rely on a common pattern: the use of an indirect call
dispatcher embedded within a loop that iterates over an array
of function pointers. By gaining control of relevant memory
and redirecting execution to the dispatcher gadget, attackers
can call arbitrary functions within the loop, chaining desired
functionalities to set arguments and ultimately compromise
the process. Consequently, while composing entire functions
into FOP chains is generally challenging, the presence of
such dispatcher gadgets can significantly facilitate, and in
many cases prove essential for successfully bypassing CET.

2.4. Dynamic Shared Objects

Dynamic Shared Objects (DSOs) are binary libraries
loaded at runtime to provide functionality that applications
access through well-defined APIs. This design separates
common or low-level functionality from application code,
promoting modularity and simplifying maintenance. A key
advantage of DSOs is their shared nature: once loaded, the
same library image can be mapped by multiple processes
simultaneously, reducing memory footprint and improving
system efficiency.

Unfortunately, DSOs often suffer from bloat, as applica-
tions typically use only a fraction of their exported routines
while the entire library remains mapped into the process’
address space. This unnecessary code greatly expands the
pool of available gadgets useful for CRAs, thereby enlarging
the overall attack surface. Among all DSOs, glibc is the most
prominent and security-critical, as it is loaded by nearly
all Linux applications and exposes numerous system call
wrappers and sensitive primitives. Consequently, it offers at-
tackers abundant gadgets and privileged operations, making
it a frequent and high-value target during exploitation.

2.5. Procedure Linkage Table (PLT)

In a typical scenario, an application or library (DSO)
imports functions exported by other shared libraries via
header files. This process creates explicit dependencies on
the external DSOs that provide these functions. After com-
pilation and linking, these dependencies are reflected in the
binary’s metadata, where the externally required functions
are represented as imported symbols.

In Linux, the system manages these symbols through
relocations, which populate the .rel.plt section of the ELF
file. During linking, the linker emits special code stubs
for these relocations and places them in the PLT, i.e.,
the .plt section. These stubs perform indirect jumps to
the addresses stored in their corresponding entries within
the .got.plt section, which forms part of the Global Offset
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Figure 1. Module separation under PLATYPUS. Dashed arrows indicate
infeasible indirect transitions.

Table (GOT). At runtime, the loader populates these GOT
entries during symbol resolution so that each one points to
the (virtual) address of the appropriate imported function.
The necessity for this mechanism arises from the fact that
the addresses of imported functions are not known during
compilation, since libraries are built as Position Independent
Code (PIC). Concurrently, with the Full RELRO mitigation
in place, the contents of the GOT are read-only and cannot
be overwritten, thereby rendering dispatch through the PLT
both secure and reliable.

At times, function symbols may appear in the .rel.dyn
section, which is reserved for relocations unrelated with
the PLT. This generally occurs for address-taken function
symbols. In simple scenarios, compiler optimizations can
determine when such symbols, typically stored in a variable,
are invoked, and thus the linker generates a PLT stub for
them. However, this is not always the case, particularly
in libraries and applications with sufficiently complex code
bases. As a result, when necessary, these symbols are ac-
cessed via indirect calls through the corresponding reloca-
tion, in contrast to PLT stubs, for which the compiler emits
direct calls. We will revisit this distinction later in

2.5.1. PLTs under CET. Under CET, indirect jumps in
PLT stubs must target endbr64 pads. To accommodate
this, IBT-compliant linkers emit two tables in the .plt.sec
and .plt section respectively: the first includes an endbr64
instruction followed by an indirect jump through the GOT
entry, while the second places an endbr 64 prior to the code
responsible for lazy symbol resolution, as in the non-CET
case.

2.6. Motivation

Given the concept of PLTs, it appears counterintuitive
from a security perspective to permit arbitrary indirect for-
ward edges to target addresses within external DSOs. After
all, PLT stubs were specifically designed to facilitate secure
and efficient cross-DSO control-flow transfers, and their
enforcement, especially under Full RELRO, is both straight-
forward and robust, effectively preventing CRAs from ma-
nipulating these transitions as can easily occur with indirect



code pointers. Why, then, should cross-DSO control-flow
transfers be allowed outside of PLTs, thereby enabling
attackers to reuse arbitrary functions in other DSOs?
The current lax handling of cross-DSO transitions is partic-
ularly concerning, given that libraries, mainly glibc, expose
a substantial number of sensitive functions (e.g., system,
functions executing syscalls) that, if invoked, can result
in complete process compromise. CET, steadily becoming
the standard protection mechanism for binaries on Intel
architectures, unfortunately remains vulnerable to this issue.

The preceding question constitutes the core motivation
for the development of PLATYPUS. Our key novelty lies
in the combined use of PLTs, address masking, and Intel
CET to determine and enforce the validity of cross-DSO
transitions. In particular, PLATYPUS leverages PLTs in a
previously underexplored manner, transforming them from
a purely linkage-oriented construct into a security-relevant
enforcement mechanism. To achieve this, all indirect cross-
DSO control-flow transfers are mediated through the associ-
ated PLT stubs. Accordingly it is impossible for any indirect
call or jump within a DSO to target an external symbol for
which a corresponding entry does not exist in its PLT. As
illustrated in transfers denoted by dashed arrows,
permitted by CET, are infeasible under PLATYPUS; cross-
DSO transitions are restricted to their respective PLT entries.

2.7. Our Goals

Guided by the aforementioned motivation, we establish
the following design goals that PLATYPUS should fulfill,
with practicality as an essential consideration. We distin-
guish between equally-important security goals (SG) and
auxiliary goals (AG).

e SGI1: Limit cross-DSO control-flow transitions to a
strictly defined set of authorized targets. In particu-
lar, we want to confine authorized cross-DSO targets
per transition-originating DSO and not global for
a whole process. Our main concern is to make it
infeasible for an attacker to use arbitrary functions
from shared libraries, except the ones expected.

e SG2: Provide comprehensive support for both the
main executables and their associated shared li-
braries. We also want to ensure that critical libraries
despite their complexity and special features (e.g.,
glibc) are protected as well.

e SG3: Provide robust security guarantees even during
the gradual deployment of our scheme. We aim to
prevent attackers from reaching arbitrary functions
in other DSOs, even if those remain unprotected.

e AG1: Impose only negligible run-time and compile-
time performance overhead. For this, heavy instru-
mentation (e.g., Intel Pin) and excessive static anal-
ysis (e.g., CFG construction) or extra requirements
(e.g., link time optimization) should be avoided.

e AG2: Avoid library recompilation for each and every
main program linking them. In other words, each
shared library should be compiled once, irrespective
of how many targets link against it.

e AG3: Retain library sharing. When multiple pro-
cesses use the same shared library, only one copy
of its code should be loaded into memory.

« AG4: Ease of deployability, thus facilitating straight-
forward and practical adoption.

3. Methodology

3.1. Threat Model

We assume an x86_64 platform equipped with a CPU
that supports Intel CET. As discussed in under this
scenario, the granularity of exploitable gadgets is restricted
to those beginning with the endbr64 instruction, thereby
limiting permissible targets for indirect calls and jumps
primarily to function entry points.

PLATYPUS aims to protect user-space processes on
Linux systems. We presume that the OS enforces DEP
(non-executable stack/heap) and the Full RELRO (no GOT
manipulation) mitigation.

We assume that an attacker can exploit memory corrup-
tion vulnerabilities (e.g., arbitrary reads or writes) within the
program, thereby diverting control flow. In this manner, the
attacker can hijack function pointers or otherwise redirect
function calls. No restrictions are placed on the number of
times or the specific circumstances under which the attacker
can trigger these vulnerabilities. Other software harden-
ing techniques, such as ASLR, CFI schemes or defenses
against data-only attacks, are orthogonal to our approach.
We neither require nor exclude them. This threat model is
consistent with prior work on CFI and software debloating.

3.2. Design Overview

PLATYPUS’ primary goal is to enforce specific cross-
DSO “communication paths” and, in particular, to restrict
them to always leverage a PLT stub. A DSO should reach
an external function if and only if it possesses a PLT stub
for this external function. This highlights that PLATYPUS
enforces restrictions at a per-DSO granularity for indirect
cross-DSO call targets, as opposed to merely allowlisting
accessible functions globally, as done in previous work [75]].

The general design can be seen in As depicted,
every single module’s execution is restricted inside its own
dedicated memory region within the process’ virtual address
space. External functions can only be reached through well-
defined interfaces, in our case the PLT stubs. Every module
has its own set of PLT stubs and therefore can access only
the corresponding specific cross-DSO functions. For exam-
ple, in[Figure T} although the function puts is required during
the execution of the main binary, it cannot be accessed by
DSO A. This restriction holds because only Main Binary
contains the relevant PLT entry. In a similar vein, Libc can
access no external code, since it contains no PLT stubs.

To achieve the memory separation we modify glibc’s
loader and employ a simple, yet highly effective and efficient
masking technique, similar to those used in prior Software
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or rax, ormask
e and rax, andmask
call rax call rax

Listing 1. Indirect calls before and after our instrumentation.

Fault Isolation (SFI) schemes [72], [48], [56], [67], by
instrumenting indirect calls and jumps through a compiler
pass. This masking technique mandates that an indirect
pointer inside a module can only target addresses within the
module itself. Furthermore, we modify the linker to emit all
required PLTs (see[§ 3.3.2). We use LLVM’s Clang compiler
and LLVM’s LLD linker.

The binary creation process is performed once per DSO.
Subsequently, any program dependent on this DSO can uti-
lize the mitigated version produced by PLATYPUS without
further compilation or modification of the library (obj. AG2).
Moreover, all programs on the same system can still share
the memory pages of this mitigated instance (obj. AG3).

3.3. Execution Jails

Typically, indirect control flow transitions occur through
function pointers. These pointers can be global variables,
fields in a struct, non-PLT relocations for symbols (.rel.dyn
pointers), or callback functions, among others. Either way,
indirect control flow transfers can target both internal and
external addresses with respect to the call-originating mod-
ule (DSO or main binary). We refer to the first case as
intra-module calls and the latter as inter-module calls.

Without our scheme, attackers can transform any intra-
module transfer to an inter-module one, vastly expanding the
set of gadgets they can exploit. Instead, under PLATYPUS,
every indirect control flow is intra-module, with the sole
exception of indirect jump instructions within the PLT stubs.
As a result, inter-module transitions become unfeasible,
which significantly limits the reachability of external API
functions to only those that the call-originating module
actually requires, as determined by its source code.

In the following, we describe how PLATYPUS restricts
indirect calls. To this end, in[§ 3.3.1] we introduce execution
jails: module-specific memory regions from which execu-
tion may only exit via dedicated interfaces. A lightweight
compile-time instrumentation enforces that during execution
a module cannot escape its jail. [§ 3.3.2] then describes
how modules perform inter-module calls via well-defined
PLT interfaces. Finally, in [§ 3.3.3] we outline how we can
further distinguish between directly and indirectly-called
PLT entries to further shrink the set of callable functions.

3.3.1. Separating and Enforcing Memory Bounds. The
standard Linux loader already places modules in separate
memory regions during startup. However, this alone offers
no isolation guarantees, as modules can freely transfer con-
trol to other modules. Moreover, even with Address Space
Layout Randomization (ASLR), in most cases, DSOs are
loaded consecutive to each other [16]. To prepare for an

effective and efficient module isolation, we separate each
module in a dedicated execution jail. Each such jail is a
memory region with a unique address prefix that is not
shared by any other loaded module. In our prototype, each
module is mapped to a 28-bit (256 MiB) memory range with
a constant, dedicated 36-bit address prefix.

Having fixed-length region prefixes allows to efficiently
enforce that, during execution, a module stays within its jail.
To accomplish this, we mask all indirect control flow targets
with two bitmasks, namely the ormask and the andmask.
We define ormask and andmask as the start and end of the
jail’s memory region, respectively. Given the fixed address
prefix, ormask is essentially the prefix. The andmask is the
prefix padded with a zero bit and 27 high bits (Ox7ffffff,
i.e., 128 MiB). The 28th least-significant bit distinguishes
code reachable indirectly (bit 0, part of andmask) from
code reachable only through direct calls (bit 1, not part of
andmask), as per [§ 3.3.3] Page-table permissions to refine
read, write and execute privileges still apply as usual. This
masking technique is similar to how SFI schemes enforce
strict memory boundaries for untrusted components within
a process; however, we leverage it to reinforce the forward-
edge protection provided by schemes such as CET.

illustrates how we sequentially use these masks
for every indirect function pointer in the code during a
compiler pass. The or operation with the ormask ensures
that the pointer references an address at least as large as
the ormask, i.e., a lower bound of the targeted memory.
A subsequent bitwise and with the andmask sets an up-
per bound to the reachable region. Consequently, the final
pointer will always reference an address within the range
[ormask, andmask]. Thus, even if an attacker modified
the value of the register used in the indirect call, the final
value utilized at runtime would necessarily fall within the
previously established mask range. Since each DSO pos-
sesses its own distinct range, this ultimately means that
hijacked code pointers cannot target inter-module addresses.
We emphasize that our system operates under CET, which
prevents attackers from jumping directly to call instruc-
tions to bypass the enforced masking. Additionally, CET
ensures that if a masked, hijacked pointer does not point to
an endbr64 instruction, a Control-Protection exception is
raised, terminating the process with a segmentation fault.

The two masks are emitted as GOT Relocations (.rel.dyn
section) in the corresponding module and are populated at
runtime by the loader. We have modified the latter accord-
ingly to support these new relocation types.

The described masking mechanism is performant, in-
troducing only two low-overhead instructions before each
call and jump. Furthermore, the required static analysis is
minimal (addressing objective AG1), as it primarily involves
identifying and instrumenting indirect control-flow transi-
tions in the LLVM Intermediate Representation (IR). Since
IR code generation is a standard intermediate phase during
compilation with the Clang compiler, our approach simply
inserts the necessary instrumentation without altering this
process. No additional instrumentation or CFG generation
is required.
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Figure 2. Separation of .plt and .plt.sec sections from execution jails in two
example DSOs A and B. Gray lines represent unmapped addresses.

3.3.2. Support for Inter-Module Transfers. The afore-
mentioned mechanism forbids any indirect inter-module
call. However, compilers typically arrange desired inter-
module calls through PLT stubs, which are then called
directly. As PLATYPUS does not alter direct calls/jumps,
the vast majority of inter-module transfers work seamlessly.
Nonetheless, sometimes imported (external) function
symbols are not assigned a PLT stub by the linker but only
a GOT Relocation inside the .rel.dyn section (cf. [§ 2.5). We
need to take care of such symbols as the target address lies
in a different DSO and therefore is outside of this module’s
execution jail. To overcome this problem, we modified the
linker to emit a PLT stub for every external function symbol
present in the .rel.dyn section. We call these stubs fake PLTs
and place them in a dedicated section named .fakeplt.sec.
We then adjust the associated relocations in the .rel.dyn
section such that they point to the generated PLT stub rather
than directly to the external function symbol. This changes
the target of these relocations during indirect control flow
transitions. Instead of pointing to the other module, they
now point to an intra-module PLT, thereby constituting a
valid intra-module call that falls within the module’s jail.

3.3.3. Separation of Normal and Fake PLTs. An impor-
tant distinction between fake and normal PLTs is that fake
PLTs are always accessed via indirect code pointers due
to their GOT relocations. Conversely, normal PLTs are not
accessed indirectly (cf. [§ 3.3.2). We leverage these insights
to further restrict the set of external functions accessible
via indirect calls/jumps within a module. This restriction
significantly increases the security of PLATYPUS compared
to prior DSO isolation approaches [55], which still allowed
indirect reachability of all imported function symbols.

In our scheme thus far, the only way to reach an ex-
ternal API function through an indirect pointer—whether
hijacked or not—is via a redirection to either a fake or a
normal PLT stub. Raw pointers that might initially target
addresses external to the current DSO, after undergoing
the enforced masking, ultimately point to locations within

the current DSO. However, since normal PLT stubs are
never legitimately accessed through indirect control flow
transfers, we can segregate them into a separate memory
mapping, the addresses of which do not fall within the
DSO’s [ormask, andmask] range. This separation signifi-
cantly narrows down the set of cross-DSO functions that are
reachable via Intra-Module calls to only those for which the
respective DSO provides fake PLTs. For example, even if a
module invokes sensitive functions (e.g., system), attackers
cannot leverage their PLT stubs via indirect code pointers
unless these functions are address-taken within the module.
To isolate the normal PLT stubs to addresses outside
the masking range, we create a separate executable map-
ping that contains only the .plt and .plt.sec sections and
place them outside of the module’s jail. This mapping is
distinguished by having the 28th least-significant bit set
(as described in [§ 3.3.1). All remaining executable sections
(e.g., .text, .fakeplt.sec, .init, .fini, etc.) remain contiguous
in memory within the module’s jail, where the 28th bit
is not set. Since the .plt and .plt.sec section pages are
located at higher addresses than the andmask, they remain
out of reach for indirect calls. For space optimizations
and to eliminate gaps between mappings, each DSO is
mapped so that its andmask aligns with the highest address
of the executable mappings whose 28th least-significant
bit is not set. For this to hold, the least significant 27
bits of the address need to be of type 2™ — 1 for some
natural number n, otherwise the andmask could exclude
addresses from the range [ormask, andmask]. As a result,
a DSO may not be mapped exactly at an address with
the last 28 bits zeroed but gets shifted to a higher one,
which is always page aligned. The above are presented
in The same figure highlights the unique pre-
fixes of each DSO (red part of the addresses), as intro-
duced in [§ 3.3.1] Observe that (under our optimization)
if DSO B was mapped at address 0x7f££30000000,
the resulting andmask would be Ox7fff35ffffff.
This would not support certain pointers within the
range [0x7£££30000000,0x7££E£35£££££E], such as
0x7£££340000000, as these pointers would be modified
when the and instruction (with the andmask) is applied.

3.4. Support for Callbacks

The aforementioned scheme already covers the vast ma-
jority of scenarios in which a DSO requires access to an
external function residing in a different module. Nonethe-
less, shared libraries and large-scale programs may use inter-
module calls targeting pointers for which neither normal nor
fake PLTs were generated. In other words, cross-DSO calls
may be made to functions that are not known at compilation
or linking time, and thus lack corresponding relocations.
Consequently, we need to extend our scheme to support
such cases as well. In this section, we focus on callback
pointers (CPTR), which fall into this category. We defer the
discussion of dynamically-loaded modules (§ 3.3) and other
corner cases (§ A).



3.4.1. CBG Annotation. In general, CPTRs are function
pointers which are passed as arguments to functions. We de-
note these functions receiving callback pointers as callback
getters (CBG). Some of these CPTRs are invoked directly by
the CBGs, while others may be stored in variables and data
structures, such as structs, and invoked at a later time. Either
way, masking the pointers destroys the expected control flow
of the program if the caller and target of the CPTR reside
in different DSOs. Consequently, we need to extend our
scheme to support callbacks.

To automate this process, PLATYPUS examines each
function’s signature and annotates CBGs as such. This auto-
mated annotation is crucial, as it greatly aids identification of
CBGs within the compiler passes employed during symbol
gathering (see [§ 3.4.2). We highlight that we do take care
of typedefs in the datatypes and other complex cases like
macros during annotation. This step constitutes the only
addition or modification we make to the files containing
the source code. PLATYPUS identifies the vast majority of
CBGs in our extensive test suite of programs and libraries.
Nevertheless, full coverage cannot be guaranteed due to the
diversity of CPTR datatypes (e.g., void *). Such rare cases
can, however, be readily supplemented by developers.

3.4.2. Symbol Gathering. Next, we collect the functions
that each DSO may need to call and which fall under the
corner cases we discussed. For this PLATYPUS incorporates
two separate LLVM compiler passes that record the rele-
vant information, while keeping the static analysis of the
underlying IR minimal. In these passes we mainly leverage
debug information, for more precise and complete results.
The logged information consists of the following:

CPTRs. We record instances where function symbols are
passed as arguments to CBGs, either directly or via global
function pointer variables. For local variables used as CP-
TRs, our analysis considers only whether a function symbol
is stored in them within the same function scope. This
approach proved complete even for the largest real-world
programs in our evaluation, while keeping the required static
analysis negligible. In every case, we record the function
names of both the CPTR and the CBG.

It is important to note that, since the symbol names
of recorded CPTRs are known at compile and link time,
any external function symbol referenced by the current
module being instrumented will have a corresponding fake
PLT stub, as it is address-taken. Accordingly, we can filter
out those cases where the CBG symbol is internal to the
module being instrumented by PLATYPUS. If an internal
function is intended to call the CPTRs, fake PLT stubs are
available for use, and the previously introduced masking
mechanism already supports such scenarios. Therefore, the
essential information to retain, concerns cases in which the
CBG is an external symbol imported from another DSO
(A), and the CPTR (cptr_to_A) is a symbol defined in a
module other than A. Simply put, if the current DSO is ever
used, then the DSO A should somehow be ready to support
calling indirectly a pointer targeting cptr_to_A. For each

instrumented DSO, we thus create a dictionary mapping
receptor DSOs (e.g., A in the previous example) to lists
of their corresponding CPTR symbols. illustrates
an example. Calls to CPTR arguments are instrumented
differently, as described in [§ 3.4.3]

Struct datatypes.  Structs often embed function pointers
in their fields, which are later invoked indirectly. Addition-
ally, many DSOs export functions that accept, as arguments,
struct datatypes (or pointers to them) containing function
pointers within their fields. Since these functions are ex-
ported, it is safe to assume that a different module, which
imports them, may invoke them while passing as an argu-
ment its own struct populated with arbitrary function point-
ers. Such cases are frequently encountered inside libraries,
especially in cryptography-related ones (e.g., libcrypto and
libssl). Having all these in mind, we need to record different
types of information related with struct datatypes.

For each DSO (e.g., DSO B), we log struct datatypes
that contain function pointers in their fields and are used
as arguments to exported functions. Whenever, inside B,
a call is invoked through a function pointer belonging to
such structs, we instrument it differently, as the pointer may
have been populated by an external module (see [§ 3.4.3).
To complete this process, in every other DSO that depends
on B and utilizes B’s struct datatypes, we log the function
symbols being assigned to them, while also instrumenting
calls from their fields properly. These symbols could poten-
tially be passed as arguments to functions imported from
B. We record this information as a dictionary, mapping
imported DSOs to the corresponding symbols that need to
be anticipated by them, as was done in the CPTR case.

One aspect we also log in each DSO is struct datatypes
in which CPTRs are stored. For this, we leverage the fact
that the CBGs are annotated, enabling us to easily identify
them and determine whether, inside a CBG, the CPTR is
stored within a struct. If this is the case, we record the struct
datatype in order to instrument it differently (see [§ 3.4.3).

On all the above we do not rely on excessive or time
consuming static analysis, but rather leverage the capabilities
of LLVM’s IR plus the debug information.

{
"DSO A":
"DSO B":
}

["cptr_to_A",
["cptr_to_B"]

"cptr2_to_A"],

Listing 2. Dictionary of DSO C dependent on DSO A and DSO B

3.4.3. Callback-Aware Instrumentation. When calling
CPTRs or function pointers from specific struct datatypes
(cf. [§ 3.4.2), we adapt the instrumentation to account for
these cases as per [Figure 3] We leverage the r11 register to
store the initial pointer to be called, since it is a temporary
register that can be clobbered between calls. If the pointer
corresponds to an Intra-Module call, the masking mecha-
nism does not alter any of its bits. In this case, we simply
execute the call (line 11) and continue. In contrast, if the



masks alter the pointer, the target is not an intra-module call
but an exploitation attempt or a valid corner case.

In such cases, each DSO imports a uniquely named
DSO_callback_table symbol corresponding to a PLT stub in
the module. This stub redirects control to a special function
linked with the main binary, whose role is to check whether
the pointer in r11l exists among the DSO’s anticipated
symbol list. This list contains all callback symbols collected
for the DSO as described in If r11 matches an
entry, control jumps to the corresponding target. Otherwise,
the program terminates with a hlt instruction, since the
pointer is deemed unexpected. Thus, even if an attacker
hijacks such pointers, they can only redirect them to internal
or listed callback functions of the DSO.

We link these special functions and symbol lists with
the main binary because different programs have different li-
brary dependencies. This means the callback lists are unique
per DSO and per program. Our method enables modules
to be compiled once and reused across binaries, without
modifying shared library code and while still handling all
corner cases. Functions in the callback tables are represented
as relocations in the main binary, each pointing to the
DSO base address plus the function’s offset. Direct symbol
relocations are insufficient, since non-exported functions are
often used as callbacks and cannot be resolved by the loader.

As stated above, each DSO maintains its own callback
table. Notably, there are cases, mainly involving initial-
ization and finalization routines, where the exact set of
pointers called by certain CBGs or struct datatypes can be
identified after the process described in [§ 3.4.2] In these
scenarios, a dedicated callback table can be assigned to the
relevant CBGs or datatypes, and the indirect transitions can
be replaced with direct calls to the PLT corresponding to
this table, ensuring that such transfers can only reach their
intended targets. This approach is revisited in to
demonstrate how PLATYPUS prevents FOP attacks like the

ones mentioned in
3.5. Support for Dynamic Loading

Programs may load a DSO at runtime using dlopen and
invoke its functions by dynamically retrieving pointers to
them via dilsym. These pointers are then called indirectly, and
their addresses do not reside within the execution jail of the
invoking DSO. Furthermore, they are typically not included
in the corresponding callback table introduced above. Thus,
these cases require explicit handling.

Generally, application-loaded libraries are particularly
challenging to manage. Despite intensive static analysis,
many CFI and debloating schemes still encounter difficulties
in supporting them. Either loading such libraries leads to
program crashes or the schemes’ security guarantees are
substantially undermined. Schemes that do support these
cases employ specialized runtime handling, such as on-the-
fly CFG and call target recalculation [13] or even rewriting
code pages [32]]. However, such approaches incur perfor-
mance overhead and must additionally safeguard the brief

1 ; Original:

2 call rax

3

4

5 ; Modified for corner cases:

6 mov rll, rax

7 or rax, [rip+ormask_offset] #ormask
8 and rax, [rip+andmask_offset] #andmask
9 cmp rll, rax

10 jne call_target

11 call rax

12 jmp after_call

13

14 call_target:

15 call DSO_callback_table

16 after_call:

17

Figure 3. Extended instrumentation for corner cases

intervals during which memory regions critical to CFG en-
forcement remain writable, thereby potentially introducing
attack vectors. Moreover, the strategy of rewriting code
pages, particularly within libraries, directly violates our
objective AG3.

Instead, we leverage the observation that calls to dlopen
and disym typically exhibit predictable patterns that can
be profiled using standard workloads and test suites. Prior
work has made similar observations [8]], [60]. We hence
use profiling to determine which modules are dlopened and
the arguments passed to dlsym. With this, we preload the
necessary DSOs on startup and generate the appropriate
PLTs for disymed symbols in each module. Especially for
DSOs, to avoid coupling them to individual binaries which
would violate objective AG2, these additional PLTs serve as
placeholders rather than being bound to specific symbols.
Their binding is deferred to runtime, with the main binary
supplying the necessary information via special exports.

Note that the majority of shared libraries do not di-
rectly invoke dlopen. A prominent practical example is
glibc, which occasionally loads Name Service Switch (NSS)
libraries to perform system-level lookups involving host-
names, usernames, and related information. Despite their
relative rarity and the extra complexity they introduce,
PLATYPUS is capable of effectively handling dynamic load-
ing cases, including those involving NSS libraries.

4. Evaluation

We evaluate PLATYPUS based on three criteria: correct-
ness (§ 4.1), defined as the absence of failures or crashes
during benign execution; security (§ 4.2)), assessed by the
reduction in cross-DSO indirect control-flow transfers and
FOP dispatcher gadgets; and performance (§ 4.3), measured
in terms of runtime overhead and binary size changes.

All experiments were conducted on a general-purpose
Ubuntu (version 24.04.1) host equipped with 8 Intel Core
i7-9700K CPUs. Each benchmark and its required DSOs
were instrumented using our LLVM pass, and the same com-
pilation (-03, ~fcf-protection=full, —g) and link-



Table 1. BENCHMARK SUITE. EVERY BENCHMARK IS FOLLOWED BY ITS VERSION NUMBER.

rm v9.7 mkdir v9.7 gzip v1.14
date v9.7 sort v9.7 grep v3.12
unig v9.7 tar v1.35 objdump v2.44
chown v9.7 | bzip2 v1.0.8 bftpd v6.3

ing (-W1, -z, relro, -z, now) flags were applied. DSOs
were built as position independent executables (-f£PIC).
We employed our modified LLVM (version 20.1.0) clang
compiler and 1ld linker (-fuse-1d=11d) for compilation
and linking, respectively. For fair comparison, all involved
programs and libraries were also compiled with an unmod-
ified compiler and linker of the same version. Notably, and
unlike most related work, our suite includes glibc (v2.41),
compiled with Clang [74].

To rigorously evaluate our defense against the three
criteria outlined previously, we assembled a comprehensive
suite of programs. We placed exclusive emphasis on real-
world applications that 1) are widely deployed, 2) span a
broad range of complexity, and 3) require, during their exe-
cution, anywhere from a few to many shared libraries. Our
final selection, depicted in encompasses 19 diverse
applications, ranging from essential GNU Coreutils binaries
to complex network applications and servers (lighttpd, bftpd,
wget, Nginx), as well as widely adopted data management
systems such as Redis and SQLite. Collectively, these pro-
grams require 16 distinct libraries of varying complexity.
further confirms the suitability of our benchmarks:
most applications exercise a substantial number of DSOs
(second column), while in some cases a subset of these
libraries is also loaded dynamically (third column). By
utilizing such a substantial and diverse set of libraries, our
experimental setup closely mirrors the challenges found in
realistic deployment environments, and enables a thorough
assessment of our mitigation’s impact, which specifically
targets indirect cross-DSO transitions. In addition, we also
evaluated PLATYPUS on SPEC CPU2017 [21]] to allow
comparison with previous and future approaches. Impor-
tantly, our benchmarks remain consistent with those used
in prior work [8], [32], [19], [13]], [46].

4.1. Correctness

We aim to ensure that PLATYPUS instrumentation does
not compromise the correctness of the benchmarks, by in-
troducing crashes during benign execution. To verify this,
we execute each benchmark using its provided test suite,
which is typically bundled with the source code files. These
test suites exercise numerous code paths that the compiled
binary must be able to handle. As such, successful com-
pletion of these test suites provides strong evidence that a
program remains functional.

We evaluated every benchmark for correctness. The only
exception was bftpd, for which no test suite was provided
with the program files. For this benchmark, we performed
manual testing to examine its various functionalities. All
programs compiled successfully without errors or the need

make v4.4.1
lighttpd v1.4.79

wget v1.25.0
memcached v1.6.38

Nginx v1.28.0
Redis v8.2.0
SQLite v3.50.4

for source code modifications. Tests passed successfully
without faults as well for all the benchmarks. Notably, for
the larger and more complex programs (e.g., Redis, SQLite,
Nginx), the test suites comprised thousands of test cases,
with SQLite alone executing more than 300,000 tests. For
Nginx, we enabled support for HTTPS (SSL/TLS), HTTP/2,
gzip compression, real IP resolution, server status moni-
toring, and Layer 4 (TCP/UDP) proxying with SSL/TLS,
thereby increasing both the number and coverage of ex-
ecuted tests under the Nginx test suite [29]. The above
provide strong evidence that PLATYPUS preserves the cor-
rect behavior of both the programs and the DSOs to which
it is applied. Moreover, the fact that this holds for both
small and large binaries, encompassing various degrees of
complexity and covering a plethora of scenarios in code,
further reinforces the previous point.

Although some CFI schemes (e.g., [13], [32]]) support
these benchmarks, others such as Clang CFI [26] break two
of them. Specifically, when applied to Nginx and Redis,
Clang CFI causes these applications to crash when eval-
uated with their respective test suites. This is particularly
noteworthy, as Clang CFI is the most widely deployed fine-
grained CFI scheme in practice [[15]. In contrast, PLATYPUS
successfully supports such programs, thereby demonstrating
its applicability in real-world scenarios.

4.2. Security Analysis

PLATYPUS transforms every inter-module transition into
an intra-module one. Even when an attacker has successfully
hijacked code pointers, the masking mechanism (see[§ 3.3.1))
enforces that the final pointer called remains within the
execution jail of the current module. This design makes
it impossible for attackers to invoke arbitrary functions in
external modules, restricting them solely to those for which
fake PLTs exist, since normal PLTs are not part of the jail.
The importance of this PLT separation becomes evident
in which demonstrates that fake PLTs constitute
only a minority of the imported symbols in each module.
Therefore, it becomes significantly more challenging to lo-
cate and chain useful gadgets (of function granularity), as
such gadgets are typically not confined to a single module.

further visualizes this restriction. Specifically,
we demonstrate the reduction in valid indirect cross-DSO
transitions (per module) when our scheme is employed,
compared to CET. Recall that under CET, every endbr64
instruction (in external modules) serves as a valid landing
pad for indirect control flow transitions. The third column
illustrates that the number of valid CET function targets
is huge, in the ranges of thousands to tens of thousands.
The fourth column shows the absolute number of reachable



cross-DSO targets per DSO when protected with PLATY-
PUS, including fake PLT stubs (in .fakeplt.sec section) plus
the module’s callback table entries. Using these numbers as
baseline, we observe that the reduction is 98% or more in
every module across all cases (sixth column). Among the
remaining few to a few hundreds of valid call targets under
PLATYPUS, it is much more challenging to construct valid
code-reuse gadget chains that cross DSOs.

Note that functions in the callback tables are accessible
only from indirect call or jump instructions instrumented
with the extended masking mechanism, and not from all
such instructions (cf. [§ 3.4). The fifth column thus presents
the number of functions in the callback table of each mod-
ule. Their small number demonstrates that only a minor
subset of functions serve as callbacks within the programs.
We can thus safely conclude that cross-DSO transitions are
strictly restricted to functions required during the runtime
execution of the programs, and that functions which should
never be called are not accessible from external modules.

4.2.1. Libc protection. PLATYPUS does protect glibc (both
in- and outgoing control transfers) despite its high com-
plexity. This is critical, as libc is extremely rich in gad-
gets useful to attackers and, more significantly, it is the
module responsible for executing syscalls. Consequently,
any core functionality, like the ones that normally get
leveraged by exploits, almost exclusively relies on libc
functions. Our scheme restricts the arbitrary use of these
functions at per-module granularity, permitting access only
to those required by each module. For example, in Nginx,
of the six cross-DSO endbr64 pads accessible through
indirect control-flow transfers, only one targets a libc symbol
(__libc_start_main_impl), which is invoked exclusively dur-
ing program startup. In Redis, all six such transitions point
to libc functions (__libc_start_main_impl, malloc, calloc,
realloc, free, and strdup). Crucially, these functions do not
provide direct opportunities for process compromise. This is
not coincidental, as sensitive functions (e.g., system, execve)
are rarely address-taken within a module.

In contrast, most CFI schemes (e.g., [13], [32]], [52]),
including state-of-the-art approaches, have not been evalu-
ated on glibc. This is primarily due to limitations in earlier
Clang versions, which lacked support for compiling glibc.
Consequently, these approaches adopt musl libc as a sub-
stitute. However, glibc is the standard C library for major
Linux distributions such as Ubuntu, Debian, and Fedora,
and many applications are explicitly developed with glibc
in mind. While musl libc provides similar functionalities,
notable limitations and compatibility issues persist [S0O].
Worse, some schemes do not even support musl libc, such
as Clang CFI. As a result, since libc remains unprotected,
Clang CFI permits any (!) indirect control-flow transfer
to libc functions. Without proper integration of glibc, a
CFI defense remains practically incomplete, an issue that
PLATYPUS effectively addresses.

4.2.2. FOP Gadget Reduction. With PLATYPUS enforced,
state-of-the-art FOP attacks described in are also

Table 2. NUMBER OF INDIRECTLY ACCESSIBLE CROSS-DSO ENBR64
PADS UNDER CET (COL. 3) AND PLATYPUS (COL. 4-6), FROM THE
PERSPECTIVE OF THE RESPECTIVE MODULE. CT = CALLBACK TABLE.

| Module | CET | PLATYPUS | CT | Red. (%)

&e redis-server 3739 6 0 99.84
g libc.so 4961 52 52 98.95
sqlite3 6873 43 0 99.37
libreadline.so 7452 3 2 99.96

& | libtinfo.so 7856 3 0 99.96
0\()‘ libncurses.so 7347 3 0 99.96
S libm.so 7242 18 18 99.75
libz.so 8064 0 0 100.00

libc.so 4472 40 40 99.11

nginx 17986 6 0 99.97
libpcre2-8.so | 20124 2 2 99.99

& liberypto.so 9551 84 83 99.12
ééf libz.so 20085 6 6 99.97
libssl.so 17182 31 14 99.82
liberypt.so 20171 21 0 99.90

libc.so 16533 166 166 98.99

mitigated. We emphasize that the most challenging aspect
of such attacks lies in argument setup. For instance, while
control flow can be hijacked to invoke execve, its argu-
ments must also be precisely controlled. To demonstrate
that PLATYPUS mitigates such FOP-style attacks in general,
we search for FOP-enabling dispatcher gadgets in glibc.
We focus on glibc for two primary reasons. First, glibc
contains one of the richest sets of available gadgets among
system libraries. Second, successful exploitaion typically
requires invoking a syscall or a similarly privileged function,
which almost always resides in libc. Under PLATYPUS,
the reachability of such functions from other modules is
substantially restricted.

Prior work [36], [44], [47] identified only one ex-
ploitable dispatcher gadget in glibc, as detailed in [47].
To extend this analysis, PLATYPUS incorporates a Ghidra
script for exhaustively searching for potential dispatchers,
which we applied to glibc (v2.41). The script identifies all
indirect call instructions occurring within loops and excludes
loops that would clobber registers required for dispatcher
control. Among the potential dispatchers detected, only
two can actually be used for FOP attacks: the previously
known gadget and an additional candidate located within
__nptl_deallocate_tsd function. A powerful attacker able to
control memory and redirect a libc pointer to either of these
functions could potentially mount a FOP-style attack.

These dispatcher gadgets are rare and share a notable
commonality: association with initialization or finalization
routines. For example, the gadget in [44] leverages _initterm
function in msvert.dll that initializes pointers at C++ pro-
gram startup. The gadget described in [47]], located within
glibc’s _dlI_call_fini function, is associated with exit routines
and is responsible for invoking pointers registered in the
Jfini_array and .fini sections. Similarly, the additional gadget
we identified, calls destructors registered by the user through
APIs, which are executed when threads exit and their thread-
local storage is deallocated. PLATYPUS effectively protects



against such scenarios by leveraging knowledge of the ex-
act set of target symbols, eliminating indirect calls and
permitting only direct calls to the corresponding callback
table (see [§ 3.4.3). Notably, PLT stubs cannot exist for
these two glibc dispatchers, as they reside in non-exported
functions. More generally, under PLATYPUS, dispatchers
and their dispatched functions can only be reached indirectly
if the corresponding module that invokes them provides PLT
entries for those targets, with enforcement applied at a per-
module granularity. For example, the dispatcher described
in [47] resides within the loader function _dI_call_fini and
subsequently performs indirect transitions to functions in
libc. PLATYPUS prevents such indirect cross-DSO transi-
tions, as the loader does not provide the necessary PLT stubs
for the invoked libc functions.

4.2.3. Intra-Module Hijacking. PLATYPUS is not a CFI
scheme but a mitigation mechanism over CET that provides
strict guarantees for indirect cross-DSO transitions, which
play a central role in exploitation. For intra-DSO transitions
PLATYPUS likewise reduces the attack surface, as normal
PLT stubs are no longer reachable indirectly. The resulting
security gain is significant, because the number of fake PLTs
per module is small (see [Table 3). Normal PLTs remain
reachable, but only transitively: an attacker must first target
a function that subsequently invokes these PLTs (directly).
In most cases, however, mere reachability is insufficient;
the attacker must also control the function’s arguments,
which is harder due to the required intermediate call. Hence,
state-of-the-art CRAs must combine memory control with
specific dispatcher gadgets, a demanding prerequisite that,
as we have shown in[§ 4.2.2] PLATYPUS is designed to pre-
vent. Moreover, in many practical cases, existing functions
hardcode arguments to sensitive functions such as execve.
For instance, memcached invokes system() with a static
argument [3]]. Similarly, the sensitive callback argument of
pthread_create() is hardcoded in nginx [4l], memcached 2]
and libselinux [1]].

PLATYPUS though has been designed with a strong
threat model in mind, under which a powerful attacker
could theoretically mount attacks by manipulating code
pointers in memory, chaining indirect and direct calls to set
arguments and invoke sensitive targets (e.g., system). Given
PLATYPUS’ strict enforcement of cross-DSO boundaries,
the practical risk is largely confined to glibc, as it naturally
concentrates the system’s most security-critical functional-
ity. From an attacker’s standpoint, the only remaining useful
code pointers lie in global function pointers inside libc (e.g.,
hooks) or, more generally, in function pointers stored in
global objects such as arrays. These opportunities, however,
are both limited in number and well-documented within the
glibc community. Ongoing hardening efforts have further
narrowed this attack surface, notably with the removal of
legacy constructs like the malloc hooks [53] and the intro-
duction of additional hardening checks [28]].

Moreover, PLATYPUS’ flexible design allows for even
tighter control over such vectors. Libc functions that are not
invoked indirectly during benign execution (e.g., system) can

Table 3. OVERHEAD OF PLATYPUS (REAL-WORLD APPLICATIONS)

Application Overhead ‘ Application  Overhead
Bftpd 0.00% Redis 0.39%
Memcached 0.22% SQLite 0.28%
Nginx 0.44% Lighttpd 0.00%
Nginx (ramfs) 0.47%

be isolated by the linker outside of libc’s execution jail, as
with normal PLTs. To ensure robustness, all functions that
directly invoke, or are directly or indirectly invoked by these
sensitive functions should also be isolated, relationships
that can be identified through static analysis. Applying this
approach to libc, we found that functions like system and ex-
ecve can be effectively protected, making them inaccessible
from within libc’s execution jail. Importantly, this isolation
also protects crucial functions such as pthread_create and
__clone3. Hence, even in the theoretical attack scenarios
described above, PLATYPUS further limits the attackers,
making full process compromise substantially more difficult.

4.3. Performance Evaluation

4.3.1. Runtime performance on Real-World Applica-
tions. To demonstrate the efficiency of our scheme, we
measure its impact on the runtime performance of protected
programs using complex, widely adopted benchmarks rep-
resentative of demanding real-world scenarios. Our aim is
to provide evidence that PLATYPUS constitutes a practical
solution for protecting high-performance binaries. Accord-
ingly, we assessed the runtime performance implications
for a set of widely-used applications: Bftpd, SQLite, Mem-
cached, Redis, Lighttpd, and Nginx. As a baseline, the orig-
inal uninstrumented, but CET-protected, binaries are used.
Every experiment was repeated 60 times to diminish small
variances that sometimes appear between runs. We also pin
each process to a dedicated core, disable CPU boost, and
configure each CPU core to operate at a constant frequency
(3.6 GHz) to minimize fluctuations during benchmarking.
Our findings are depicted in

For Bftpd we used ftpbench[63] to create a rich testsuite
examining how the server behaves under a significant load
of concurrent connections. This benchmark focused in op-
erations like uploading and downloading files in the FTP
server. The final degradation of throughput was 0%.

Regarding Redis, we used memtier_benchmark[62] with
two worker threads managing a total of 128 concurrent client
connections. The workload had a 1:10 SET to GET ratio,
with 32-byte data objects, and was executed for 60 seconds.
To minimize I/O and network latency, both client and the
redis-server ran on the same host. Using more threads in the
memtier_benchmark would not increase load, as the redis
process is single-threaded and was already saturated. We
observed a negligible throughput degradation of 0.39%.

For Memcached, we replicated the Redis experiment,
except both Memcached and memtier_benchmark were con-



Table 4. OVERHEAD OF PLATYPUS (SPEC CPU2017)

Application Overhead ‘ Application  Overhead

600.perlbench 0.72% 602.gcc 0.43%

605.mcf 0.27% 625.x264 0.57%
657.xz 0.00%

figured to use 4 threads, leveraging Memcached’s multi-
threading support. Since our machine has 8 cores, we pinned
memtier’s and Memcached’s threads to separate cores to
avoid contention and context switches between them, that
could mask performance overhead. The number of simulta-
neous client connections (128) led once more to full CPU
utilization. The throughput was again negligible (0.22%).

SQLite was evaluated using the speedtest utility, which
benchmarks various database operation scenarios. To avoid
I/O masking performance overhead, we used an in-memory
database (:memory:). Since the default parameters resulted
in very short runs (~2.5 seconds), we increased the test size
to 300 (--scale 300) to apply a heavier load. The protected
binary exhibited a performance overhead of 0.28%.

Nginx and Lighttpd were evaluated using the wrk [33]]
tool, which stress-tests web servers. Wrk was configured
with 4 threads collectively making 400 concurrent requests,
with each test lasting 60 seconds. The requested file size was
set to 20KB to avoid masking performance overhead with
I/O, as it can happen with big files. To eliminate network
latency, both servers and wrk ran on the same host, com-
municating through the loopback interface. Each server was
configured to use 4 worker processes, saturating the CPU
cores. Lighttpd exhibited 0% throughput degradation, while
Nginx showed a 0.44% degradation. To further eliminate
potential I/O overhead, the same experiment was repeated
for Nginx with the file served from RAM using ramfs. The
degradation remained negligible, specifically 0.47%.

4.3.2. Runtime performance on SPEC CPU2017. To fa-
cilitate comparison with prior approaches that typically eval-
uate using SPEC benchmarks, we further evaluated PLATY-
PUS on SPEC CPU2017. As before, we used the same
experimental setup: each process was pinned to a dedicated
core, CPU boost was disabled, and a constant frequency
was enforced across all cores. The results are presented
in Our baseline consists of the original, uninstru-
mented yet CET-protected benchmarks from the SPECspeed
2017 Integer suite. We used the ref workload and executed
each benchmark 10 times. Note that our prototype currently
supports only C binaries; therefore, we evaluated only the
C benchmarks from the suite. A discussion on extending
PLATYPUS to support C++ applications is provided in [§ 3]

The results consistently show that the performance
penalty incurred by PLATYPUS remains negligible in most
cases and never exceeds 0.72%. Combined with the pre-
viously discussed results on real-world applications, this
demonstrates that restricting cross-DSO indirect transitions
using the techniques presented in not only improves

endbr64

or rcx, qword ptr[rip + ormask_offset]
and rcx, gword ptr[rip + andmask_offset]
jmp gword ptr[rip + gsort@got.plt]

nop

Listing 3. PLT stub of gsort. CPTR is on rcx based on System V ABL

security guarantees (as analyzed in the preceding security
evaluation) but also remains performant and efficient.

4.3.3. Binary Size Increase. We also evaluated the im-
pact of PLATYPUS on binary size for both programs and
libraries. As expected, the masking instrumentation and the
linkage of the special functions supporting the callback table
mechanism (see |[§ 3.4.3) result in increased code size. The
results are presented in for the benchmarks and
for DSOs. For DSOs, our scheme introduces a small
size increase, averaging 5.78%. Benchmarks exhibited larger
average increases, with the highest percentages observed in
programs smaller than 400KB.

5. Discussion

In this section we discuss some functionalities that
PLATYPUS supports and also some of its limitations.

Arguments to CBGs. One corner case described in|§ 3.4
involves DSOs passing CPTRs to external CBGs, scenario
which introduces a potential attack vector. According to the
extended masking, intra-module transitions are permitted.
Consequently, an attacker could hijack the CPTR argument
and redirect the control flow to any arbitrary function inter-
nal to the DSO to which the CBG belongs.

To protect against such attacks, we instrument both the
normal and fake PLT stubs corresponding to external CBGs
in every module. Specifically, we apply the bitmasks to
the argument, based on System V ABI, of the CBG that
contains the CPTR. The rationale for this approach is that
the symbols passed as CPTRs are either local or external
address-taken symbols. In the latter case, they possess a fake
PLT stub. Importantly, both cases fall within the execution
jail, ensuring that the masking does not modify the CPTR.
However, if the CPTR was hijacked to point to an arbitrary
function within the DSO containing the CBG, the masking
would modify it so that it refers to an address inside the
current execution jail.

To achieve this, we modified the linker to increase the
size of the PLT stubs in .plt.sec and .fakeplt.sec to 32 bytes.
Currently, PLATYPUS supports only one argument check,
but if a CBG accepts multiple CPTRs, additional checks
can be integrated into the respective PLT. An example is
presented in with the gsort function. Based on its
prototype, the CPTR is passed on the fourth argument.

Modular Support.  As discussed in current CFI
schemes struggle to support uninstrumented modules. In
contrast, PLATYPUS accommodates these modules without



crashes or loss of security. More specifically, while unin-
strumented modules can call arbitrary pointers, other DSOs
(or the main binary) can access unprotected functions only
if they include a PLT stub or an entry in their callback table
for those functions. Consequently, each module’s access
to unprotected code is inherently tightly limited by our
scheme: even if third-party libraries contain vulnerabilities,
their exploitable functions are only reachable by modules
with legitimate access. In [§ A.4] we discuss further how
PLATYPUS can even handle CPTRs in unprotected modules.

Multi-threading Support. = PLATYPUS fully supports
multi-threaded applications without compromising security
or introducing crashes. Because both the ormask and and-
mask for each module are accessible to every thread through
relocations, execution jails are, by design, thread-agnostic.
Moreover, the use of the r11 register during extended
masking does not create conflicts, as each thread operates
on its own set of registers independently.

C++ Support.  Although PLATYPUS can instrument C++
code, our current symbol gathering passes (see [§ 3.4.2) do
not account for language-specific features such as classes,
inheritance, and virtual tables. We leave the extension of
our logic to support these features to future work, as it
is primarily an engineering effort to capture the relevant
symbols in the IR produced during C++ code compilation.

6. Related Work

In this section, we survey related work in the areas of
CFI, Debloating and Compartmentalization. We emphasize,
however, that while PLATYPUS does not belong to any of
these categories, it draws inspiration from all three.

6.1. Control Flow Integrity

As introduced in[§ 2.2] CFI’s security guarantees depend
on its completeness and on the size of the allowed target
sets, as determined by the enforced CFG. Depending on the
granularity of these sets, CFI schemes are typically classified
as coarse-grained or fine-grained.

6.1.1. Coarse-grained CFI. Coarse-grained CFI schemes,
while limiting exploitation paths during CRAs, often priori-
tize performance over comprehensive security guarantees.
Inevitably, the CFG they compute is overly permissive,
exposing critical functions located normally in shared li-
braries (e.g., libc) which are (almost always) necessary
for successful exploitation. Early examples include CC-
FIR [75], BinCFI [77]], kBouncer [54] and ROPecker [24].
Nonetheless, specialized CRAs were developed [22], [34],
[35] breaking the aforementioned schemes, primarily due
to their inabillity to fully eliminate ROP. A key distinction
of PLATYPUS compared to prior schemes, particularly CC-
FIR [75], is its ability to fully restrict cross-DSO transfers
at module granularity. For instance, CCFIR’s Springboard

section is global to the process; while it may limit cross-
DSO function reachability, it does not do so per module, per-
mitting a substantially broader range of targets for hijacked
pointers. Moreover, CCFIR incurs significant performance
overhead (3.6%-8.6%) in comparison to PLATYPUS.

In addition, modern coarse grained schemes currently
deployed, like Intel’s CET [40], Microsoft’s Control Flow
Guard [49]], and ARM’s BTI [11], although stronger, still
fall short against sophisticated attacks like FOP [36], [44],
[47]. With our defense in place, such attacks are mitigated
and CET is significantly enhanced, as PLATYPUS provides
the essential property needed to realistically block the key
capability of CRAs, arbitrary cross-module transitions.

6.1.2. Fine-grained CFI. Fine-grained CFI schemes seek to
raise the bar for CRAs by building restrictive CFGs, closely
approximating program’s actual control flow, making such
attacks much harder. However, constructing precise CFGs
in complex software is challenging, and their enforcement
can incur significant runtime overhead (e.g., [30], [S5]).
Moreover, CFG errors must be avoided, as they can cause
crashes even in benign executions, sometimes necessitating
conservative decisions in the construction of target sets.
Even with minimal target sets, security guarantees remain
unclear and hard to evaluate. This is underscored by recent
attacks capable of bypassing even fine-grained CFI schemes,
such as COOP [64], CFB [23], and Control Jujutsu [31]].
Furthermore, attacks like CFOP [12]] demonstrate that CFI
remains incomplete, highlighting CRAs as persistent threats.
Nonetheless, certain fine-grained schemes (e.g., [26],
[LL3], [39]) significantly hinder exploitation while maintain-
ing low overhead, making them attractive for adoption.
However, on Intel architectures only LLVM Clang CFI [26]
has seen real-world deployment, and even this remains
limited [[15]. A principal barrier is the inadequate modular
support [10], [46]; many fine-grained proposals [26]], [13l],
[52], 139, [42] cannot interoperate with unprotected DSOs,
an inevitable scenario when integrating third-party or closed-
source libraries[46]. Since constructed CFGs lack awareness
of uninstrumented libraries, indirect calls may cause crashes
or remain unprotected, hindering modular deployment. For
instance, Clang CFI [26] avoids crashes but omits checks
on calls to unprotected libraries, weakening CFI, especially
if these libraries are vulnerable. Notably, glibc, which ex-
poses numerous gadgets and critical APIs, remains unsup-
ported by Clang CFI. This is a critical shortcoming, as
most exploit chains invoke syscalls in glibc; leaving these
transitions unprotected can undermine defenses elsewhere.
In contrast, PLATYPUS securely coexists with unprotected
modules while also effectively safeguarding glibc.
Binary-level CFI schemes [55], [75], [[77], [71] offer
broader applicability but weaker security and CFG precision
than source-level counterparts [10]. Lockdown [S3] is close
to our work as it also restricts arbitrary indirect cross-DSO
transitions. However, it relies on dynamic binary translation
to enforce its CFG on runtime, incurring substantial over-
head (19.09%). Moreover, it does not differentiate between
imported symbols that are indirectly callable and those that



are not, leaving significant opportunities for attackers as
shown in In contrast, PLATYPUS closes this gap
by introducing fake PLTs, with negligible overhead and no
reliance on third-party components (e.g., libdetox).

6.2. Debloating

Software debloating enhances security and performance
by removing unused code (“bloat”) that expands the attack
surface for CRAs. By reducing available gadgets, it impedes
attacks. Debloating often relies on statically constructed
CFGs to identify and eliminate unreachable code, producing
a thinned program. It can also complement CFI by exclud-
ing code preserved by conservative CFGs, further limiting
attacker capabilities. However, as debloating alone offers
limited protection, it is most effective when combined with
CFI. Many debloaters tailor programs using test cases [38]],
[38], while others remove undesired features based on
configuration options [66], [9]. Debloating targets are also
diverse, including Java applications and bytecode [20], [41]],
firmware [25]], [76], and containers [61]].

Debloating shared libraries. =~ We focus on debloaters tar-
geting shared libraries for C/C++ applications, as shared li-
brary functions are central to most CRAs and DSOs are typ-
ically rich in gadgets. Approaches focused on firmware [76]
or server-side JavaScript [69] fall outside our scope.

Our analysis identifies a significant limitation of library
debloaters: they compromise the fundamental property of
system-wide sharing. Specifically, Quach et al. [59]] special-
ize libraries per binary, creating new “library fragments”
for every application and thereby undermining sharing. Nib-
bler [8]] debloats libraries for a set of binaries, but the
process must be repeated as new binaries are introduced,
rendering it unsuitable for general-purpose systems. Piece-
Wise [60] compiles libraries once but removes code at load
time, potentially triggering Copy on Write (CoW); unless
affected pages are fully eliminated, they are no longer
shared. Blanklt [57] faces identical problems: its runtime
instrumentation copies code from the original library to
activate or deactivate functions on demand, again triggering
CoW on shared pages.

This limitation renders library debloating schemes im-
practical for both memory-constrained and general-purpose
systems, where shared libraries are prevalent. Hence, their
adoption is hindered despite effectively eliminating gadgets.
Additionally, PieceWise [60] suffers from “irreconcilable
technical issues” during build and Blanklt [S7] requires
“time-consuming manual preprocessing” for new bench-
marks [19]. In contrast, PLATYPUS does not remove code,
but effectively “debloats” the scope of indirect transitions
by restricting them from targeting external modules. This
is achieved without requiring library recompilation or com-
promising their shared nature, thus preserving practicality.

6.3. Compartmentalization

Rather than emphasizing control-flow integrity, other
approaches isolate components within a process or system to
enforce privilege separation, typically relying on dedicated
APIs for inter-component communication. ERIM [70] and
Hodor [37] leverage Intel’s PKU to separate trusted and
untrusted components within a process, aiming to prevent
sensitive data leakage. However, prior work [27] identified
several PKU pitfalls, including inconsistent enforcement of
PKU and page table permissions, both enabling bypasses
of the aforementioned schemes. Additionally, PKU cannot
provide code pointer integrity without incurring significant
overhead [37]]. Cali [14]] isolates third-party libraries by
placing each in a separate process; while effective, it is
unsuitable for wide deployment within a system, since
additional processes increase memory usage. Furthermore,
it does not isolate standard libraries such as libc, thereby
exposing critical functions in the presence of vulnerabilities.
FlexOS [43], an operating system solution, provides intra-
process isolation but requires developer annotations for com-
plex indirect control-flow transitions, limiting its practicality.
PLATYPUS, although not a compartmentalization scheme,
prevents indirect transitions across module boundaries with
minimal overhead, supports complex use cases such as call-
backs, and protects crucial libraries without compromising
security, all achieved transparently to the user.

Software Fault Isolation.  SFI constitutes a specific
form of compartmentalization in which safety boundaries
are enforced in software by instrumenting the code of
untrusted components. Prominent examples include We-
bAssembly [73], Native Client (NaCl) [72], and RL-
Box [51]. For instance, the primary goal of NaCl is to
enable the safe execution of untrusted native C/C++ code
within browser applications by confining it to sandboxed
memory regions. In this way, potential vulnerabilities in
untrusted code are contained within these restricted regions.
Similarly, RLBox isolates third-party libraries in Mozilla
Firefox using a comparable sandboxing approach. Both
approaches enforce restrictions not only on the control flow
of untrusted components but also on the set of permissi-
ble memory accesses. A key challenge lies in the secure
and efficient enforcement of transitions between sandboxed
and non-sandboxed components. Improper handling of such
transitions can introduce vulnerabilities (as demonstrated in
NaCl [3], [6]), while frequent transitions may incur signif-
icant performance overhead in applications with numerous
such boundary crossings [51]], [43].

Prior SFI schemes [72], [48], [56l, [67] have employed
similar masking techniques to enforce the boundaries of un-
trusted components. Unlike classic SFI, the goal of PLATY-
PUS is not general-purpose memory sandboxing, but rather
the restriction of indirect control-flow transfers to intra-DSO
targets. As discussed in [§ 2.6 the novelty of our approach
lies in combining this masking technique with PLTs to
strengthen forward-edge protection in schemes such as CET,



thereby mitigating the longstanding issue of unrestricted
cross-module transitions.

7. Conclusion

We propose PLATYPUS, a practical defense that sig-
nificantly restricts cross-DSO indirect transitions in CET-
enabled systems. Our analysis and experiments demonstrate
substantial security gains for CET-instrumented binaries
with minimal performance overhead. Furthermore, PLAT Y-
PUS remains compatible with unprotected and dynamically
loaded libraries, making it suitable for deployment in real-
world environments.

8. Ethics considerations

None.

9. LLM usage considerations

LLMs were used for editorial purposes in this
manuscript, and all outputs were inspected by the authors
to ensure accuracy and originality.
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Appendix A.
PLATYPUS Corner Cases

Apart from the corner cases presented in[§ 3.4and[§ 3.3]
there are a few more scenarios that do not fit into the
standard callback or struct scenarios previously discussed.

Table 5. REDUCTION OF INDIRECTLY ACCESSIBLE PLTS.
CoL.2: # PLTS IN THE UNMITIGATED MODULE.
CoL. 3: # FAKE PLTS UNDER PLATYPUS PROTECTION.

|| Total PLTs | Fake PLTs | Red. (%)
redis-server 248 6 97.58
nginx 368 6 98.37
sqlite3 115 43 62.61
libc.so 13 0 100.00
libpcre2-8.so 13 0 100.00
libz.so 17 0 100.00
liberypto.so 152 1 99.34
libssl.so 549 17 96.90
libtinfo.so 64 3 95.31
libreadline.so 104 1 99.03
libncurses.so 107 3 97.19
liberypt.so 23 21 8.70
libm.so 8 0 100.00

A.l. Initialization and Finalization Functions

Many ELF binaries contain dedicated sections, such
as .init and .fini. These sections encapsulate instructions
to be executed, respectively, prior and subsequent to the
invocation of the main function. Their purpose is to guar-
antee correct initialization and termination procedures for
the binary, including the management of global constructors
and destructors. Traditionally, these two sections have been
relied upon; however, on modern ELF platforms, the more
versatile .init_array and .fini_array sections are preferred.
The principal distinction between them is that the latter sec-
tions store arrays of function pointers, each to be executed
during program initialization or finalization, respectively.

Special consideration must be given to these four sec-
tions, as their functions or referenced pointers are indi-
rectly invoked by glibc (specifically via the call_init and
_dl_call_fini functions) during program startup and termi-
nation. Consequently, any masking applied at the relevant
invocation points within glibc transforms these pointers into
intra-module addresses, resulting in corruption, as they refer-
ence locations within other modules However, in both cases,
the precise set of function pointers that will be invoked is
statically known, since this information is already encoded
within the aforementioned sections of each ELF’s metadata.
Therefore, these corner cases can be addressed by creating
a dedicated callback table for these functions, thereby elim-
inating indirect calls and ensuring that only the intended
pointers may be invoked. We have already discussed this

regarding _dI_call_fini in[§ 4.2.7
A.2. Main and Exit Handlers

The same approach described in [§ A.T] is also appli-
cable to the cases involving the __libc_start_call_main and
__run_exit_handlers functions in libc. The former indirectly
invokes the main function of the program, while the latter is
responsible for indirectly invoking functions registered via
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Table 6. BENCHMARK DEPENDENCIES: COL.2 SHOWS THE NUMBER OF
DSO DEPENDENCIES, AND COL.3 THE NUMBER LOADED VIA DLOPEN.

Benchmark | # DSO Deps. | # DSOs loaded via dlopen
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atexit calls. Our symbol gathering pass (see already
identifies these registered functions. Although it would be
possible to dedicate specific callback tables to each of these
two functions, we opted to include the corresponding sym-
bols in libc’s callback table and to instrument the associated
functions such that, instead of making indirect calls, they
directly invoke the PLT corresponding to the relevant special
function in the main binary (see [§ 3.4.3). This approach was
chosen primarily because, in typical scenarios, the number
of added symbols is minimal (e.g., there is only a single
main). However, PLATYPUS can also support dedicated
callback tables for these functions; the choice is left to
the user. Importantly, these interventions—including those
described in [§_A.T}—do not compromise the generality of
our approach, as they are necessary for the correct operation
of all programs (dependent on glibc).

A.3. Stack Unwinding

Backtrace and stack unwinding functionalities are pri-
marily significant for debugging purposes, such as crash
diagnostics, and for exception handling. Given that these
features may be required in certain programs, we extend
PLATYPUS to support them. For instance, within the Redis
testsuite, certain tests involve sanitizers producing stack
traces. In glibc, the __backtrace and backtrace_helper func-
tions are invoked for this purpose, which subsequently
make indirect calls to routines located in libgcc (e.g.
_Unwind_Backtrace). To accommodate this workflow, we
instrument the former functions with the extended mask-
ing mechanism and additionally include the latter in libc’s
callback table. Notably, this extension to the callback table
is necessary only for programs that explicitly require stack
backtracking functionality.

Table 7. INCREASE IN BINARY SIZE OF INSTRUMENTED LIBRARIES

Instrumented | Original | Increase
(KB) (KB) (%)

libc.so 1901 1843 3.15
libpcre2-8.s0 387 383 1.04
libz.so 106 102 3.92
libevent-2.1.s0 379 341 11.14
liberypto.so 5260 5137 2.39
libssl.so 978 933 4.82
libunistring.so 1934 1897 1.95
libuuid.so 29 28 3.57
libidn2.so0 193 191 1.05
libm.so 917 935 -1.93
libselinux.so 205 189 8.47
libtinfo.so 252 184 36.95
libreadline.so 393 367 7.08
libncurses.so 218 204 6.86
liberypt.so 215 212 1.42
libzstd.so 837 832 0.60

A.4. Callbacks from Unprotected Modules

When handling uninstrumented libraries, a particular
case that requires special attention arises when such libraries
use external CBGs (see [§ 3.4), passing as CPTRs pointers
to themselves. Since PLATYPUS has not analyzed the un-
protected module with our symbol gathering pass, we are
unable to add the corresponding CPTR to the callback table
of the DSO containing the CBG. This issue can be alleviated
through binary analysis, as in many cases CPTRs are passed
directly as symbols rather than as variables in the arguments
of the CBG. To fully eliminate the possibility of a crash, we
can modify the callback table of every module such that if
the pointer in r11 references an unprotected module, the in-
direct transition is always allowed. This modification would
permit only the indirect transitions instrumented with the
extended masking mechanism to reach arbitrary functions
within unprotected modules. However, given our CPTRs
check on the caller-side (see “Arguments to CBGs.” in[§ 3)),
it would still remain impossible for a protected module to
invoke a CBG with specifically chosen arguments (e.g. a
vulnerable unprotected function). We preferred this design
over allowlisting unprotected modules in every indirect tran-
sition as happening currently in Clang CFI [26].



Table 8. INCREASE IN BINARY SIZE OF INSTRUMENTED BENCHMARKS

Instrumented | Original | Increase
(KB) (KB) (%)

date 97 88 10.22
chown 76 65 16.92
uniq 51 43 18.60
mkdir 83 69 20.29
rm 74 64 15.63
sort 134 116 15.52
grep 190 155 22.58
bzip2 119 113 5.31
tar 480 430 11.63
gzip 108 98 10.20
make 259 250 3.60
objdump 2920 2856 2.24
memcached 279 252 10.71
bftpd 98 83 18.07
lighttpd 610 595 2.52
wget 497 456 8.99
nginx 1255 1214 3.38
redis-server 3559 3497 1.77
sqlite3 1850 1750 5.71




Appendix B.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

B.1. Summary

The paper presents a new Control Flow Integrity sys-
tem called PLATYPUS with a granularity between coarse-
grained and fine-grained CFI. Coarse-grained CFI systems
such as Intel CET allow an indirect call to target any
function in a program, leaving a significant percentage of
the program’s attack surface unprotected. Platypus improves
the security of Intel CET-based CFI systems by restricting
an indirect call strictly to targets within the same module,
thus improving the security.

B.2. Scientific Contributions

e Creates a New Tool to Enable Future Science

e Addresses a Long-Known Issue

o Provides a Valuable Step Forward in an Established
Field

B.3. Reasons for Acceptance

1) The paper creates a new tool to enable future sci-
ence. PLATYPUS is a new tool that advances CFI
enforcement. PLATYPUS restricts indirect calls
to intra-module targets using lightweight pointer
masking on top of Intel CET. The paper handles
corner-cases such as callbacks and dynamically
loaded libraries, making it practical. The prototype
is also available open-source.

2) The paper addresses a long-known issue. All
reviewers agree that hardening cross-DSO indi-
rect calls is an important problem. PLATYPUS’s
module-level restriction presents a practical solu-
tion, with low performance overhead. PLATYPUS
is shown to reduce indirectly accessible cross-DSO
functions by over 98% with a minimal overhead of
0.5%.

B.4. Noteworthy Concerns

The code coverage achieved by PLATYPUS is not re-
ported.
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